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Good afternoon, Chairman Scott Louser, Vice Chairman Shawn Vedaa, and distinguished members of 
the Interim Commerce Committee. 

My name is Jennifer Huddleston, and I am a research fellow at the Mercatus Center at George Mason 
University, where my research focuses primarily on the intersection oflaw and technology. This focus 
includes issues surrounding consumer data privacy. Thank you for this opportunity to discuss such 
policy matters in relation to the protections, enforcement, and remedies regarding consumers' personal 
data and the impact of actions taken by other states on this matter. 

Within this context I would like to focus on three key points: 

1. Existing laws regarding consumer data and the potential tradeoffs to other benefits, including
free expression and innovation involved in further regulation of data privacy

2. Potential problems and constitutional concerns from state laws regarding data privacy,
including issues under the Dormant Commerce Clause and creation of a disruptive patchwork,
that result in the need for a single, federal standard

3. State policy regarding data privacy, which should focus only on the government's own actions
or those actions that are solely intrastate

THE CURRENT DATA PRIVACY LANDSCAPE 

The United States has traditionally embraced a "permissionless" approach to information technology 
issues, including issues related to consumer data privacy. The presumption in this approach is that new 
technology should be allowed to enter the market unless otherwise subject to existing regulation or if 
regulation would prevent harm or catastrophe that would clearly result from the introduction of the 
technology or its specific application. In contrast, Europe has taken a much more "precautionary" 
approach that presumes the potentially risky or harmful impact of technology-and instead requires 
innovators and entrepreneurs to show that such potential risks have been eliminated or minimized. In 
the same time period, the United States has emerged as a leader in the digital economy, while more 
heavily regulated jurisdictions such as Europe have produced few tech giants. A shift away from this 
"permissionless" framework would likely result in tradeoffs that could change the traditional success 
and leadership the United States has experienced in the digital economy. 
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Even with this light-touch tradition, the United States is not a Wild West when it comes to data privacy. 
Instead, the approach has been to identify areas where data are particularly sensitive and where 
disclosure of information or other potential privacy breaches are likely to result in potential harm. As a 
result, many types of information, including financial information, healthcare records, educational 
records, and the data for children under 13 are already subject to additional federal regulations.1 While 
these laws may result in tradeoffs that mean certain benefits are forgone or certain innovations are not 
pursued, the laws represent a much more specific approach, focused on areas where there is particular 
vulnerability or risk of harm. Additionally, in some cases, these laws also illustrate that even in areas 
where society highly values privacy, there can be problems and tradeoffs. For example, frustration can 
ensue when an institution favors privacy out of an abundance of caution for HIP AA requirements and a 
patient is thus unable to obtain his or her own records.2 Because all regulation regarding data privacy 
should be designed to address harms, it should be considered if existing laws already address these 
harms or could merely be updated to do so. 

Concerns are sometimes based less in the day-to-day usage of data and are based more on concerns 
about data breaches and data security than data privacy. In this area, it is important to note that all 50 
states have some kind of data breach notification law, so consumers should receive notification when 
involved in such an incident.3 While this state-by-state approach has resulted in notification in all 
states, the requirements and covered information vary and can create confusion for both consumers 
and innovators.4 

This current approach has allowed the expression of a wide range of individual preference when it 
comes to privacy and data usage. It has also allowed many beneficial services and options for both 
individuals and society as a whole.5 Changes to the American approach to data privacy could result in 
the loss of these benefits and substantially affect individuals, innovation, and the economy.6 

STATE REGULATION OF CONSUMER DATA PRIVACY PRESENTS ADDITIONAL CONCERNS 

Recent headlines and the actions by other jurisdictions, including the European Union's General Data 
Protection Rule (GDPR), have led American policymakers to question continuing the more hands-off 
approach to this issue. In the absence of federal legislation, some states have chosen to consider their 
own legislation rather than wait for a national standard. As of January 2020, California, Maine, and 
Nevada have enacted additional consumer data privacy regulations and more than 18 other states, 
including North Dakota, are studying or have considered similar regulation.7 However, this state-by
state approach has additional innovation-disrupting consequences and raises concerns about 
potential constitutionality. 

Consumer data and the interactions that generate it can involve many states and is difficult to confine to 
a single state's borders. Ian Adams and I previously noted that "Such reasoning is straight-forward: data 
transmissions do not obey borders and a single online action can involve multiple states even if it 
involves only a single individual."8 As a result, such state laws can have an impact and burden on firms 

1 Alan McQuinn, "Understanding Data Privacy," Rea/Clear Policy, October 25, 2018
2 Judith Graham, "In Days of Data Galore, Patients Have Trouble Getting Their Own Records," Kaiser Health News, October 25, 2018. 
3 Caleb Skeath and Brooke Kahn, "State Data Breach Notification Laws: 2018 in Review," Inside Privacy, December 31, 2018. 
4 Jennifer Huddleston, "The State of State Data Laws, Part 1: Data Breach Notification Laws," The Bridge, July 31, 2019. 
5 John Raidt, "7 Great Ways Data Can Benefit Society," U.S. Chamber of Commerce, May 23, 2016.
6 Alan McOuinn and Daniel Castro, The Costs of an Unnecessarily Stringent Federal Data Privacy Law (Washington, DC: 

Information Technology and Innovation Foundation, 2019). 
7 National Conference of State Legislatures, "Consumer Data Privacy Legislation," January 3, 2020, http://www.ncsl.org

/ re sea rch/telecom mu nications-and-information-tech no logy/ consumer-data-privacy .aspx. 
8 Jennifer Huddleston and Ian Adams, Potential Constitutional Conflicts in State and Local Data Privacy Regulations 

(Washington, DC: Regulatory Transparency Project, 2019). 
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beyond a state's borders. Given these burdens on nonresident firms and potentially nonresident 
consumers, these laws may be unconstitutional under the Dormant Commerce Clause.9 

When analyzing an argument regarding the Dormant Commerce Clause, the courts examine if the state 
law directly discriminates against out-of-state actors or, if facially neutral with regard to out-of-state 
actors, indirectly discriminates against them. Current state consumer data privacy laws are not facially 
discriminatory against out-of-state actors.10 Their likely effect on out-of-state businesses and 
consumers, however, raises constitutional issues under the Dormant Commerce Clause, which, among 
other things, considers whether the burdens on out-of-state parties are disproportionate to the 
purported in-state benefits.11 This is where the constitutionality of state consumer data privacy laws 
could likely be called into question. In Bibb v. Navajo Freight Lines, the US Supreme Court struck down 
a state law that would require a specific type of mudflaps, which would likely result in truck drivers 
having to change their mudflaps at state borders, as an unconstitutional burden on interstate commerce 
even if it was not facially discriminatory.12 Data and the internet are naturally an interstate interaction, 
and it would be even more difficult to expect a change in data handling to occur at a virtual border for 
each state's specific requirements. 

The Dormant Commerce Clause is not the only potential constitutional concern such laws face. As 
mentioned earlier, federal regulations exist for certain areas of data. While some of these laws allow for 
additional state regulation in these areas, state laws could create conflicts that make compliance with 
both state and federal regulation difficult or incredibly burdensome.13 The supremacy of federal law 
could mean that if policymakers do not carefully consider these potential conflicts, allegedly 
comprehensive privacy laws could be anything but comprehensive as certain sections are preempted by 
their conflicts with federal laws.14 

State lawmakers as well as federal lawmakers must also consider the potential conflicts between 
consumer data privacy and other rights. This is perhaps most obvious in the context of potential 
burdens on speech that may result from consumer data privacy laws. State data privacy laws may be 
subject to a high level of scrutiny and found unconstitutional if they discriminate based on the content 
or purpose of the data.15 In addition, consideration of requirements such as deletion or a right to be 
forgotten could silence speakers and impact the availability of important information.16 

Even aside from these constitutional considerations, a state-by-state approach could have additional 
negative effects on innovation. Such laws could conflict with one another, interrupting the seamless 
nature of the internet and information and preventing the same product from being offered in all states. 
Additionally, this patchwork approach could create confusion for both consumers and companies who 
are uncertain about what rights they have or what information they should provide. When such 
uncertainty ensues, mistakes and frustrations may result. 

To combat this confusion, innovators might merely choose to comply with the most restrictive 
requirements, even if other states have more market-friendly approach. For example, Microsoft 

9 Huddleston and Adams, Potential Constitutional Conflicts.
10 Huddleston and Adams. 
11 Pike v. Bruce Church, 397 U.S. 137, 142 (1970). 
12 Bibb v. Navajo Freight Lines, Inc., 359 U.S. 520 (1959). 
13 Huddleston and Adams, Potential Constitutional Conflicts; US Department of Health and Human Services, "Does the HIPAA 

Privacy Rule Preempt State Laws?," March 12, 2003, https://www.hhs.gov/hipaa/for-professionals/faq/399/does-hipaa 

-preempt-state-laws/index.html (providing an example of when conflicts may be preempted).
14 Huddleston and Adams, Potential Constitutional Conflicts.
15 Huddleston and Adams; Koopman et al., "Informational Injury in FTC Privacy and Data Security Cases" (Public Interest

Comment, Mercatus Center at George Mason University, Arlington, VA, October 27, 2017). 
16 Huddleston and Adams; Koopman et al., "Informational Injury in FTC Privacy and Data Security Cases."

3 



already stated it would apply the requirements of the California Consumer Privacy Act (CCPA) 
nationally.17 Even if all 50 states passed identical or nearly identical legislation, differences in 
interpretation or enforcement could still result in issues that mean a single state's enforcement 
decision has an outsized impact. 

Such regulations are not costless, and state policymakers should carefully consider the potential 
economic costs as well as the loss of innovation and investment. California's own study of the potential 
impact of its CCP A showed it would cost $55 billion to in-state companies. This figure does not 
include the costs borne by out-of-state companies that will almost certainly be subject to the law.18 

The GDPR also provides an example of the potential costs. One study suggests that, in its first year, the 
GDPR resulted in a 17.6 percent decrease in weekly venture capital investment and such deals 
contained less investment than in prior years.19 As a result of this decreased investment, research 
suggests that the GDPR could have resulted in 29,000 fewer jobs-jobs that were not created by new 
innovative companies.20 

Finally, regulations that prevent certain uses of data could actually deter innovation in privacy and 
security as well as undermine their end goal. For example, the quick turnaround time for delivering 
data to legitimate requests can result in mistakes, as seen with the GDPR, such as a fiance being able to 
obtain personal information on his betrothed or sending Alexa voice recordings to the wrong 
recipient.21 Policymakers should carefully consider whether proposed regulation risks creating new 
privacy concerns and what its potential effect on data security is. 

Keeping these potential constitutional concerns and consequences in mind, in many cases the best 
action for state policymakers may be no take action at all. 

POTENTIAL PROPER ROLE FOR STATES IN ADVANCING DATA PRIVACY 

Although I have laid out the potential issues and concerns with state data privacy actions in the 
preceding sections, there are some actions that states might be able to take within their proper role in 
the federal system. Largely these will be policies that affect only data actions that the state itself 
undertakes or that are solely intrastate. 

The most notable example of this is a recent Utah law requiring a warrant for various law enforcement 
access to data.22 Such an approach is in line with recent Supreme Court precedent regarding the 
removal of warrantless access to cell service location information.23 Such laws protect individuals' civil 
liberties but do not have the same impact beyond state borders as other laws. Such an approach still 
should recognize that, at times, data are useful and beneficial while also recognizing existing principles 
and protections from unnecessary government intrusion. 

17 Daniel A. Lyons, "State Net Neutrality" (Research Paper No. 514, Boston College Law School, Newton, MA, October 11, 2019) 

(discussing such in the context of State Net Neutrality laws). 
18 State of California Department of Justice, Office of the Attorney General, Standardized Regulatory Impact Assessment: 

California Consumer Privacy Act of 2078, August 2019. 
19 Jian Jia, Ginger Lin, and Liad Wagman, "The Short-Run Effects of GDPR on Technology Venture Capital Investment," Vox

(Center for Economic Policy Research), January 7, 2019, https://voxeu.org/article/short-run-effects-gdpr-technology 

-venture-investment.
20 Jia, Lin, and Wagman, "The Short-Run Effects."
21 Lorenzo Franceschi-Bicchierai, "Researchers Show How Europe's Data Protection Laws Can Dox People," Motherboard, Vice,

August 8, 2019; Nick Statt, "Amazon Sent 1,700 Alexa Voice Recordings to the Wrong User Following Data Request," Verge,

December 20, 2018.
22 Molly Davis, "Utah Just Became a Leader in Digital Privacy," Wired, March 22, 2019,
23 Jennifer Huddleston and Anne Philpot, "Adapting 4th Amendment Standards to Connected Technology," Law 360,

November 14, 2019; Brent Skorup and Jennifer Huddleston Skees, "Bringing Constitutional Doctrine into the Digital Age,"

Washington Times, July 3, 2018.
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Policies at a state or local level should focus only on those actions and data that occur within their 
borders. Another possible example would be regulations related to the governments' own collection 
and usage of data. These issues are distinct from the broad consumer privacy laws often proposed and 
should also reflect specific harms and legal standards. 

CONCLUSION 

What, if any, additional regulation or enforcement is needed regarding consumer data privacy 
continues to be a hotly debated issue. However, in many cases a federal framework will be needed 
rather than the potential disruption caused by a state patchwork. Still, states can play an important role 

in encouraging action at the federal level and continuing to preserve the benefits of the American 
approach to innovation. Rather than seeking broad consumer privacy actions, if states feel the need to 
act, they should look at potential restraints on their own actions or other similar intrastate issues. 

5 
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Introduction 

Over the last few years, we have seen a heightened level of focus and debate among policymakers, 

scholars, and the public over the possible need for--and details and reach of-- a comprehensive data 

privacy framework in the United States. These debates intensified following the high-profile 

enactment of the European Union's General Data Protection Regulation (GDPR) alongside growing 

concerns domestically related to unexpected uses of information, such as the Cambridge Analytica 

affair. Despite being the subject of intense Congressional consideration, no legislative vehicle has 

advanced beyond the early stages of consideration. Absent federal legislation, some states have 

chosen not to wait and instead acted on their own and passed legislation to create bespoke data 

privacy frameworks. 1 

Before policymakers can have an honest debate about the pros and cons of the particulars of state 

data privacy legislation, they must first confront the fundamental question of the constitutionality of 

their actions. These efforts are wasted if their actions are doomed to be struck down in the courts. It 

is not enough for policymakers to merely desire a particular solution; he or she must also take 

actions that will pass constitutional muster. 

For example, FCC Chairman Dennis Patrick clearly articulated the necessity of public 

officials analyzing and following the law in his 1987 statement repealing the Internet Fairness 

Doctrine: 

[f]he record in this proceeding leads one inescapably to conclude that the fairness 

doctrine chills free speech, is not narrowly tailored to achieve any substantial 

government interest, and therefore contravenes the First Amendment and the 

public interest. As a consequence, we can no longer impose fairness doctrine 

obligations on broadcasters and simultaneously honor our oath of office. By this 

action, we honor that oath, and, we believe, we promote the public interest.2 

Concerns about the costs, benefits, and collateral consequences of data privacy laws are relevant in 

the context of both federal and state legislation, but sub-national (i.e. state or local) data privacy laws 

face additional concerns and scrutiny because, as has been noted in other policy contexts, the 

internet requires a uniform system of regulation. The internet' s uniquely global nature inherently 

1 See Jennifer Huddleston, Preventing Privacy Policy from Becoming a Series of Unfortunate Events, American 
Action Forum, Jan. 14, 2019, 
https://www.americanactionfon1m.on,/print/?url=https://www.americanactionforum.or2:/research/preventing
privacv-policv-from-beco111ing-a-series-of-unfortunate-eve11ts/. 

2 In re Syracuse Peace Council, 64 Rad. Reg. 2d (P & F) 1073 (1987) (Statement of Chairman Patrick, quoted in 
"Fairness held Unfair," Broadcasting, August 10, 1987, at 27. 
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cannot be dealt with in a fractured manner and, for this very reason, presents constitutional 

concerns.3 

State and local data privacy laws run afoul of the constitution in at least three ways: first, the 

Dormant Commerce Clause, second, the First Amendment, and, third, conflicts with existing federal 

law. Given these concerns, before following the lead of California, Nevada, and Maine, policymakers 

should carefully consider not only the likely technological and competitive consequences of a 

patchwork of laws, but also the possibility that such laws may be deemed unconstitutional - and 

thereby nullified. 

I. The Current State and Potential Impact of State Consumer Privacy Regulation

In August 2018, California passed the California Consumer Privacy Act (CCPA). The Golden State's 

framework is set to become effective on January 1, 2020 and enforceable on July 1, 2020. Other 

states, including Nevada and Maine, have likewise passed consumer data privacy laws, and more still 

are considering such legislation.4 Many of these bills (and, potentially, executive orders) use

California's legislation as a model, but they are far from uniform. Generally, such laws signal a shift 

from the American approach to data governance-largely permissionless innovation with a post hoc 

regulatory response to concrete harms-to a European-style approach with the precautionary 

principle at its center. 

While these laws purport to apply only inside each state's borders, they burden an inherently 

interstate - indeed, global - media, and the direct and indirect costs and effects of state laws and 

regulations are significant. A recent regulatory impact assessment from the California Department of 

Justice concluded that the CCPA would cost California firms - to say nothing of firms outside 

California - $55 billion in compliance costs up front and $16.5 billion over the next 10 years.5 

Notably, the CCPA's costs impact not only companies in the technology sector but a wide range of 

industries: from retail and entertainment to construction and mining. This would affect up to 

570,000 California businesses.6 

3 Graham Owens, Federal Preemption, the Dormant Commerce Clause & State Regulation of Broadband: Why 
State Attempts to Impose Net Neutrality Obligations on Internet Service Providers Will Likely Fail, Tech Freedom 
White Paper, Aug. 8, 2018, available at https://papers.ssm.com/sol3/papers.cfm?abstract id=32 l 6665. 

4 Mitchell Nordyke, US State Comprehensive Privacy Law Comparison, IAPP, Apr. 18, 2019, 
https://iapp.org/news/a/us-state-comprehensive-privacy-law-comparison/. 

5 Standardized Regulatory Impact Assessment: California Consumer Privacy Act of2018 Regulations, August 2019, 
http://www.dof.ca. gov/Forecasting/Economics/Major Regulations/Maj or Regulations Tab le/documents/CCP A 
Regulations-SRIA-DOF.pdf. 

6 Id. 
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While these internal regulatory compliance costs alone may be high, they fail to capture secondary 

economic losses such as potential lost advertising revenues of up to$60 billion.7 Nor do they count 

the costs to non-resident firms that will be impacted by the law's requirements. Given the scope of 

its covered entities and its definition of who may invoke rights under the law, the CCPA is broad 

enough to capture many smaller businesses that have a limited number of California IP addresses in 

their web traffic and/ or draw the bulk of their users or data from other states.8 

Privacy regulation is not cost-free, and regulations in populous and economically significant states 

such as California may have particularly dramatic effects far beyond their borders. Already, one large 

technology firm, Microsoft, has signaled its intention to enforce CCPA's requirements nationwide.9 

But even smaller states considering similar laws would effectively subject both resident and non

resident businesses to sizeable compliance costs and lost revenue. In either case, as both large and 

small states act, businesses will encounter an ever-increasing compliance burden as seemingly minor 

differences compel the development, deployment and maintenance of state-specific systems to 

handle conflicting laws.10 As a result, while some states may be more likely to give rise to compliance

challenges, constitutional concerns and risks of a potential patchwork exist regardless of the size and 

economic power of the state. 

The impact of greater compliance burdens, from one state or many, would be two-fold and 

informed directly by recent experiences with GDPR's enactment. First, significantly higher 

compliance costs will make firms hesitate to invest in smaller companies less equipped to handle 

compliance and to avoid enforcement actions, even one of which could be fatal to a firm, given the 

public relations sensitivity of "privacy."11 Second, market leaders such as Google and Facebook

would be better protected from new competition as they are more capable of building out 

compliance infrastructure to address regulatory challenges, while newer and smaller players may 

struggle with increased barriers to entry from such requirements. 12 

Conversely, the potential benefits of these laws are not readily calculable as an empirical matter and 

are, as a result, more difficult to discern. This is not to say that there are no benefits to consumer 

privacy legislation, but the value of such benefits is far more dependent on personal preferences. For 

7 Roslyn Layton, The Costs of California's Online Privacy Rules Far Exceed the Benefits, AEI Ideas, March 22, 
2019, https :/ /www.aei.org/technol o 2:v-and-innovation/the-costs-of-ca I ifornias-online-privacy-rules-far-exceed
the-benefits/. 

8 Daniel Castro & Alan McQuinn, Comments regarding The California Consumer Privacy Act, Assembly Bill 375, 
Rulemaking Process, Mar. 8, 2019, http://www2.itif.org/20l9-commen1s-ccpa.pdf. 

9 Brill, Julie. "Microsoft will honor California's new privacy rights throughout the United States." Nov. 11, 2019. 
https:/ /blo2:s .microsoft.com/ on-the-issues/20 l 9/ l l /11 /microsoft-califomia-privacy-rights/ 

10 Jennifer Huddleston, The Problem of Patchwork Privacy, Aug. 23, 2018, 
https://www.mercatus.org/bridge/commentary/problem-patchwork-privacy. 

11 See Jian Jia et al., The Short Run Effects of GDPR on Technology Venture Investment, Jan. 7, 2019, 
https://voxeu.org/a1ticle/short-run-effects-gdpr-technolo2:y-venture-investment. 

12 See Bjorn Greif, Study: Google is the Biggest Beneficia,y of the GDPR, Cliqz, Oct. 10, 2018, 
https://cliqz.com/en/magazine/study-google-is-the-big2:est-beneficiary-of-the-gdpr. 
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example, various analyses have noted potential unintended consequences of overly precautionary 

privacy laws as well as the comparably low benefits based on consumers' willingness to pay.13 

These negative effects are compounded by the uncertainty created for covered entities, possible 

inconsistencies in enforcement between states,14and overly broad definitions of germane terms 

(particularly "personal information") Even slight inconsistencies among states are likely to frustrate 

consumer expectations, 15 as well as the companies subject to them, by introducing confusion about 

what rights exist and what rules apply when trying to comply. 16 

Ultimately, while these proposals may be well-intentioned attempts by state lawmakers to provide a 

solution in the absence of federal action, sub-national data privacy laws have the potential to create a 

disruptive mesh of inconsistent, but always applicable, standards that splinter the internet and raise 

costs. 17 

II. State and local data privacy regulation may violate the Dormant Commerce

Clause 

The internet knows no borders, and society is better for it. A patchwork of state privacy laws could 

put up barriers to the conduct of commerce and, in the process, the free flow of digital information 

as firms attempt to insulate themselves from exposure to particular regulatory regimes. Even if such 

laws initially appear consistent with one another, they will still likely fail the constitutional test of the 

Dormant Commerce Clause. 

The Dormant Commerce Clause is a doctrine that the U.S. Supreme Court inferred from Article I of 

the Constitution, holding that state and local laws may not unduly burden commerce between the 

states, and thereby preventing states from regulating beyond their borders. The extent of this 

prohibition is a subject of constant debate, but, as articulated in the Court's existing precedent, it 

encompasses both intentional impacts and incidental cross-jurisdictional impacts, provided the 

burden on commerce is clearly excessive compared to the claimed local benefits. 18 

13 See Layton, supra note 7. 
14 E.g., Alec Stapp, 10 Reasons Why the California Consumer Privacy Act (CCPA) is Going to Be a Dumpster Fire,

Truth on the Market, Jul. 10, 2019 https:/ /truthonthemarket.com/2019/07 /0 I /10-reasons-why-the-califomia
consumer-privacy-act-ccpa-is-going-to-be-a-dumpster-fire/.

15 See, e.g., Eric Goldman, An Introduction to the California Consumer Privacy Act (CCPA), Santa Clara Univ.
Legal Studies Research Paper, Jun. 14, 2019, available at
https://papers.ssm.com/so13/papers.cfm?abstract id=3211013; Jennifer Huddleston, Preserving Permissionless
Innovation in Federal Data Privacy Policy, 22(12) J. OF INTERNET L. 1 (2019).

16 See, e.g., Cathy McMoris Rodgers, 4 Warnings About What a Patchwork of State Privacy Laws Could Mean for
You, Morning Consult, May 3, 2019, bttps://momiiwconsult.com/opinions/4-warnings-about-what-a-patchwork
of-state-privacy-laws-could-mean-for-you/.

17 See, e.g., Huddleston, supra note 10.
18 Pike v. Bruce Church, 397 U.S. 137 (1970).
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A typical Dormant Commerce Clause analysis in the context of data transmission involves two 

steps: 

1. Does the law in question explicitly discriminate against out-of-state actors? For example,

does a consumer privacy law treat data obtained or processed by in-state companies

differently than that from out-of-state companies? Such behavior would result in the law

being per se invalid under the Dormant Commerce Clause. Even if a law does not facially

preference in-state companies, it may still have a discriminatory impact on out-of-state

parties.

2. Do the in-state benefits of the law outweigh the burden on the out-of-state parties? This

balancing test prevents a single state from imposing excessive costs beyond its borders while

still recognizing that incidental impacts may occur in some cases.

Regulation of the internet is inherently cross-jurisdictional. The 2015 Open Internet Order, 

promulgated by the Federal Communications Commission, for example, declared that the internet is 

inherently an interstate service. 19 Such reasoning is straight-forward: data transmissions do not obey 

borders and a single online action can involve multiple states even if it involves only a single 

individual. On this basis, state laws purporting to regulate the internet should - as a matter of 

course - trigger Dormant Commerce Clause scrutiny. 

Precedent concerning state laws intended to regulate the transmission of information online resulted 

in courts finding that such regulations violate the Dormant Commerce Clause due to their 

extraterritorial impact and inability to distinguish between intrastate and interstate activities online. 

For example, in the 1959 case Bibb v. Navqjo Freight Lines, the Supreme Court struck down an Illinois 

law that required the use of a particular type of mudguard on freight trucks driven through the 

state.20 The Court found that a law which would require truckers to stop and change their guards at a 

state's border was an unconstitutional burden on interstate commerce even if facially 

nondiscriminatory against out-of-state transporters.21 

When it comes to the internet, the extraterritorial nature of interactions makes such analysis and 

concerns even more relevant. If it is an unconstitutionally large burden to demand truckers to 

change mudguards at a state's border, levying requirements on online activities to be similarly 

tailored, given the quantity of content and number of interactions, must be met with extreme 

scrutiny. Thus, understandably, lower courts have previously recognized this in the online context. 

For example, in American Librmy Association v. Pataki, the federal district court for the Southern 

District of New York found a New York state law that prevented the dissemination of certain 

material to minors violated the Dormant Commerce Clause, noting that such regulation of online 

19 See Protecting and Promoting the Open Internet, WC Docket No. 14-28, Report and Order on Remand, 
Declaratory Ruling, and Order, 30 FCC Red 5601, 5803 ,i 431 (2015), 
https://apps.fcc. gov/edocs public/attachmatch/FCC-l 5-24Al .pdf 

20 359 U.S. 520 (1959). 
21 Id. at 524. 
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content could subject those who operate entirely outside the state to state law.22 The court also 

noted that the internet was an area for federal action in which inconsistent state regulation risked 

walling off the potential benefits of innovation.23 That decision is no outlier. Throughout the early 

2000s, three different federal circuit courts and two additional federal district courts similarly ruled 

that state online dissemination laws unduly affected interstate commerce and were 

unconstitutional.24 The impact of comprehensive data privacy regulations at a state and local level is 

even larger than the dissemination laws and the potential benefits of such laws are even more 

difficult to determine. And, even with advances in technology, these concerns and impacts still exist. 

State data privacy laws akin to the CCP A in scope would similarly disrupt cross-border data 

exchanges, particularly commercial exchanges, when enacted by populous states. Consider that a 

business becomes subject to the heavy compliance requirements of the CCP A merely by having a 

single California resident amongst its users once it exceeds the law's minimum threshold 

requirement(s) - even if the firm does not conduct business in California.25 Such burdens will not 

be felt only by technology companies but also by a wide array of industries both online and offline 

that often utilize personal data. On that basis, courts will have to balance the extent of the burden 

faced by plaintiffs with the benefit to the state associated with the requirement. 

Even if all 50 states independently established the same standards, those subject to such laws might 

still struggle with different standards of enforcement, creating uncertainty for offering similar 

products across state borders.26 Thus, as AEI's Daniel Lyons has argued regarding potential state 

level Net Neutrality laws: 

[E]ven if the court construes these restrictions to apply only to contracts with in

state consumers, such regulations can disrupt the orderly flow of interstate traffic.

Permissible network management practices would differ from state to state,

depending on whether and how each state chose to regulate. Even if all states

adopted facially identical statutes, fragmentation is likely to occur over time as fifty

different sovereigns rnay reasonably disagree on enforcement.27 

More likely, even slight differences in state level privacy laws will create Dormant Commerce 

Clause-triggering undue burdens as out-of-state companies confront the choice to either comply 

22 969 F. Supp. 160 (S.D.N.Y. 1997), 
23 Am. Library Ass'n v. Pataki, 969 F. Supp. 160 (S.D.N.Y. 1997). 
24 Chin Pann, The Dormant Commerce Clause and State Regulation of the Internet: Are Laws Protecting Minors 

from Sexual Predators Constitutionally Different Than those Protecting Minors from Sexually Explicit Material?, 
8 DUKE L. & TECH REV. (2005) at *9-11, available at 
https://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=l l28&context=dltr. 

25 Goldman, supra note 15. 
26See Daniel A. Lyons, State Net Neutrality, Boston College Law School Research Paper 514, Oct. 11, 2019, 

available at https://papers.ssm.com/sol3/papers.cfm?abstract id=34688 l 6 (discussing such in the context of State 
Net Neutrality laws). 

21 Id. 
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with the most stringent state laws or create individual and less efficient products for each state or 

local regulation.28 

III. State and local data privacy regulation may put unnecessary restrictions on First

Amendment rights 

The American approach to privacy has been fundamentally different from Europe's because, more 

than anything else, of the First Amendment guarantees in the U.S. Constitution. Data privacy laws 

restrict the flow of information and thus must carefully balance First Amendment Rights. 

Traditionally, U.S. courts have required that the government adhere to heightened requirements 

when limiting speech. In this way, the government may place restrictions of speech relating to its 

time, manner, and place so long as it is narrowly tailored, content neutral, and provides alternative 

channels for the speaker's message.29 Laws that are not content neutral, or are expressly content 

based, are presumed to be unconstitutional and are subject to strict scrutiny.30 As a result, such laws 

have only been upheld when a compelling government interest exists, such as in the case of child 

pornography or in the face of a true threat. 31 

Data privacy laws may not, on their face, appear to be content-based but, as Prof. Euguene Volokh 

has argued, the establishment of laws regulating data privacy inevitably also implicates the 

information available within that data, as well as the ability to share it.32 When viewed through the 

prism of the First Amendment jurisprudence, limiting the availability and alienability of specific 

types of information inevitably risks the government silencing speakers, and thereby burdening the 

First Amendment rights of both users and providers.33 

For example, whether enacted by a state or the federal government, a European style "right to be 

forgotten" would face constitutional scrutiny in the United States under the First Amendment for its 

potential impact on a free press and its limitations and removal of the otherwise legitimate speech of 

others.34 Such restrictions would affect not only individual speech but could also impact free press

activity. As the Center for International Media Assistance points out, a right to be forgotten not only 

potentially endangers and limits the ability to gather useful public information, it could also be used 

2s Id. 
29 Ward v. Rock Against Racism, 491 U.S. 781 (1989). 
30 David L. Hudson Jr., Content Based, The First Amendment Encyclopedia, https://www.mtsu.edu/first

amendment/article/9 3 5/content-based. 
31 Id. 
32 Eugene Volokh, Freedom of Speech and Infom1ation Privacy: The Troubling Implications of a Right to Stop 

People from Speaking about You, 52 Stanford Law Review 1088-89 (2000). 
33 Id. 
34 See Craig Timberg & Sarah Halzack, Right to Be Forgotten vs. Free Speech, WASH. POST, MAY 14, 2014,

b1ms://www.washingtonpost.com/business/teclmology/ri ght-to-be-forgotten-vs-free-speech/20 l 4/05/14/53c9 l 54c
db9d- l l e3-bda l-9b46b2066796 story.html; Michael J. Ohia, Information Not Found: The "Right to Be 
Forgotten" as an Emerging Threat to Media Freedom in the Digital Age, Jan. 9, 2018, 
https ://www.cima.ned.org/pu blication/right-to-be-forgotten-threat-press-freedom-digital-age/. 
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to increase government censorship of both media sources and individuals.35 For that reason, some

have expressed concerns about how officials could use such a right to remove information from the 

public record or otherwise engage in content policing. 36 

Other restrictions found in the GDPR or CCPA could still be found unconstitutional, given the 

heavy preference for speech rights throughout First Amendment jurisprudence and such laws 

potential restrictions or distinctions based on the type or purpose of the data. While there are some 

cases where speech restrictions are necessary, these restrictions tend to be extremely limited.37 

Broad privacy legislation, which may encumber legitimate speech, is unlikely to satisfy the 

requirements necessary to restrict categories of speech.38 In general, restrictions on speech are

closely associated with established categories of harm, such as incitement to violence and obscenity, 

or content-neutral restrictions such as time, place, and manner. What's more, merely stating that a 

law should not inhibit a free press or otherwise impact speech is unlikely to be sufficient to 

overcome the potential impact or chilling effect on the sharing of information. 39 

The courts have struck down previous laws as unconstitutional when privacy laws enable content

based discrimination in the sharing of information.40 In Sorrell, the courts struck down a Vermont 

law that limited the sale or disclosure of a doctor's prescription records. As Prof.Jeff Kosseff points 

out in his analysis of problems with the CCPA, the law's distinction between "sale" and mere 

analytics or processing could be viewed as a similar content-based distinction.41 

While broad-based privacy laws have not been addressed by the courts, other restrictions on online 

speech have, likewise, been met with skepticism as courts have opted to emphasize the importance 

of the medium as a tool for open access and mass democratization. In fact, this vision of the special 

attributes of free and open internet unrestrained by geographic boundaries or government 

interference has been, in part, what allowed the internet to flourish and innovate free from 

censorship.42 

35 See Ohia, supra note 34. 
36 Id.
37 Bantam Books v. Sullivan, 372 U.S. 58, 70 (1963) 
38 Christopher Koopman et al., Informational InjwJ1 in FTC Privacy and Data Security Cases, at 6, 

https :/ /www .mercatus.org/system/files/koopm an-informational-in jmy-rnercatus-pic-v 1 1. pdf. 
39 See Alexandra Scott, California Legislature Passes Amendments to Expansive Consumer Privacy Law, Inside 

Privacy, Sept. 4, 2018, https :/ /www.insideprivacy.com/united-states/state-legislatures/califomia-Jegislature
passes-amendments-to-expansive-consumer-privacy-law/. 

40 Sorrell v. IMS Health, 564 U.S. 552 (2011). 
41 Jeff Kosseff, Ten Reasons Why California's New Data Protection Law is Unworkable, Burdensome, and Possibly 

Unconstitutional (Guest Blog Post), Technology & Marketing Law Blog, Jul. 9, 2018, 
bttps :/ /blog.ericgoldman.org/archives/2018/07 /ten-reasons-why-californ ias-new-data-protection-law-is-
11nworkable-burdensome-and-possibly-unconstitutional-guest-b] og-pos1.htm 

42 See Chuck Cosson, Tool Without a Handle: Reflections on 20 Yearsfi'om Reno v. ACLU, Center for Internet and 
Society, https ://cyberlaw. stanford. edu/bl og/201 7 /06/%E2%80%9Ctool-without-handle-reflections-20-years-reno
v-acl u %E2 %80%9D. 
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With these precedents in mind, policymakers at all levels must carefully consider the potential First 

Amendment impact of such laws lest they be found an unconstitutional restriction on speech. 

IV. Portions of state data privacy laws may be preempted because of the supremacy

of existing federal laws

Despite persistent rumors to the contrary, the United States is not lacking in data privacy law. In 

fact, federal laws already exist for many areas of sensitive data, including financial information, 

healthcare information, and children's privacy.43 Likewise, states have sector-specific privacy laws of 

their own in areas like insurance. So far, states have sought to clarify that those already subject to 

these federal regulations are not subject to new state laws or the federal legislation. 

However, when broader state-level data protection mandates present conflicts of laws, there is a 

possibility that preemption analysis will result in the primacy of federal law under the Supremacy 

Clause. While many federal privacy laws serve as a floor rather than a ceiling, this existing framework 

could create legal issues if new comprehensive data privacy laws create contradictions with existing 

federal requirements. In practice, "comprehensive" state privacy laws are unlikely to ever be truly 

comprehensive. 

For instance, if such laws fail to carve out already regulated industries, there could be clear conflicts 

regarding proper legal requirements and handling for such data. In other cases, state laws may 

merely create additional compliance burdens for these regulated industries that create confusion for 

both consumers and industry. In still other instances, state laws could conflict with existing federal 

requirements and the supremacy of federal law may render at least those portions of the laws 

preempted. 

Some state privacy laws, such as the CCP A, recognize this apparent conflict and explicitly disclaim 

any intent to cover data uses already covered by existing federal and state regulations, such as 

Graham-Leach-Bliley Act (GLBA) and Health Insurance Portability and Accountability Act 

(HIPAA). In theory, this should avoid conflicts that prevent compliance with both state and federal 

regulations. However, ambiguous drafting about covered entities, covered information, or the 

applicability of new state laws to such already regulated industries could create confusion about 

compliance and problems for already regulated industries, particularly when the impact on existing 

regulated industries is not carefully considered. This is particularly true if state laws fail to consider 

possible contradictions with existing requirements under federal regulations (and existing state laws) 

that could make compliance with both laws impossible. 

43 See Alan McQuinn, Understanding Data Privacy, REAL CLEAR POLICY, Oct. 25, 2018, 
https://www.realclearpolicy.com/articles/2018/10/25/understanding data privacy 110877.html. 
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While it is less likely to be successful, a case could be made that existing findings about the trans

jurisdictional ("interstate") nature of the internet already bar or limit state action.44 Unfortunately, 

given the recent ruling regarding the preemption of state Net Neutrality laws, such an argument is 

less likely to be successful without a federal law or a formal grant of authority by Congress to a 

federal agency.45 But note that, in its decision regarding state Net Neutrality laws, the D.C. Circuit 

Court did not eliminate the possibility of federal preemption of sub-national net neutrality laws; 

instead, the court held that the FCC's preemption was too sweeping and effectively invited the FCC 

to try again on the basis that preemption of such sub-national regulation could still occur on a 

statute-by-statute basis.46 

Even without express preemption, a new federal data privacy could preempt existing state data 

privacy laws that conflict with the federal law. Yet even in the absence of such a policy, there are 

potential conflicts with existing regulations that would preempt at least certain state actions on data 

privacy. 

Conclusion 

While the debate about the potential benefits of additional regulation of data continues, the state and 

local legislation enacted thus far raise clear constitutional concerns. The most straight-forward way 

to overcome many of these constitutional issues is for a federal privacy framework with preemptive 

effect to be enacted. Preemption in and of itself will not address the policy concerns surrounding 

data privacy in the United States, but it will overcome concerns about states regulating beyond their 

borders and the supremacy of federal law. Given the borderless nature of the internet and the 

tradeoffs involved in the debate around data privacy, such policy and the debate surrounding the 

issue is properly had at the federal level. 

In the absence of such a framework, not only will state laws fray the internet via a regulatory 

patchwork, but they will do so at the risk of creating tremendous legal uncertainty in the face of 

well-founded constitutional challenges. On that basis, policymakers must exercise extreme caution 

when considering bespoke data privacy standards for their states and consider the potential 

constitutional issues as well as their desired policy outcomes. 

44 See Brent Skorup, Doomed to Fail: "Net Neutrality" State Laws, Tech Liberation Front, Feb. 20, 2018, 
https:/ /techliberation.com/?0 18/02/20/doomed-to-fail-net-neutrality-state-laws/ ( discussing a similar scenario 
regarding net neutrality). 

45 See Dell Cameron, FCC Improperly Blocked States fi'om Passing Net Neutrality Laws, Appeals Court Rules, 

Gizmodo, Oct. 1, 2019. hrtps://www.hhs.gov/hipaa/for-professionals/fag/399/does-hipaa-preempt-state
laws/index.htrnl 

46 Mozilla v. FCC, No. 18-1051, slip op. at *121-145 (D.C. Cir. Oct. 1, 2019). 
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Almost a year ago, the European Union's General Data Protection Regulation (GDPR) [1] went into effect. In that year, 
the United States has been engaging in its own debate about what, if anything, should be done to bolster our data privacy 
protections. While some have suggested that the United States implement its own GDPR [2] - a comprehensive reform 
to more tightly regulate the collection, use, and retention of data - we have the advantage of looking at the early 
consequences of Europe's policy. 

As debates about potential federal data privacy legislation continue [3], what can the first year of the GDPR teach us 
about what such a regime may do in America? 

First, the cost of compliance with complicated data regulations is not cheap, and as a result, some companies may choose 
to leave the market rather than comply. According to a PwC survey [4], more than 40 percent of companies surveyed, 
including American companies with a data presence in the EU, spent over $10 million preparing to comply with GDPR. 

From video game [5] sellers to various news outlets [6] including the Los Angeles Times, some companies found the 
costs too high to continue doing business in Europe, and removed themselves from the EU. For others that chose to 
remain, things remain uncertain. In some cases, courts and countries continue to work through interpretations, often with 
differing results [7]. 

Now, almost a year later, many of these companies still have not returned to Europe. Some might argue this is not 
necessarily a bad thing if new, more privacy-sensitive companies take their place. Yet, venture capital investment in 
startups in Europe post-GDPR is down by over $3 million [8], according to a National Bureau of Economic Research 
study. As a result, there were likely 3,000 to 30,000 fewer jobs. 

Large companies are not immune from the effects of cumbersome regulatory schemes, but policies like the GDPR 
are more difficult on new entrants [9] struggling to find footing in the market. In the immediate aftermath of GDPR, 
large players in the targeted advertising space were able to grow or maintain [10] their market share. Newer and smaller 
players seemed to struggle. 

While we shouldn't assume big is bad [11], strict top-down regulations like the GDPR will make it more difficult for new 
companies and competitors to challenge existing players. In the long-term, we may get a static market in which the "next 
Google" fails to emerge and improve upon what more established tech giants are doing. 

It may be worth it for consumers to have the extra privacy, but are European consumers actually safer than they were 
before GDPR? 

"Opt-in changes [12]" - like the click-tlrroughs where users must approve of web sites' use of cookies before 
proceeding - do not appear to actually increase consumer decision making regarding privacy. Similarly, when email 
inboxes were filled with updated privacy policies [13] in the weeks leading up to the GDPR, it did not appear to lead to 
real changes in their online behavior. 

GDPR's requirement that companies respond quickly to user requests for large amounts of data (and harsh penalties for 
failing to comply), may not always be the silver bullet for portability or transparency. For example, in one incident, 
Amazon sent 1,700 Alexa recordings [14] to the wrong user. 

Laying out some of these consequences is not to say that we shouldn't place a premium on internet privacy. Rather, it's to 
point out that pursuing privacy is not without tradeoffs with other things that we value or benefit from. There are already 
a wide variety of options for individuals to make choices about their own privacy, and we hold a wide variety [ 15] of 
individual privacy preferences in the first place. 

As the United States debates whether or not to implement its own comprehensive, federal privacy law, we should pay 
attention to the recent lessons of the GDPR. A U.S. GDPR may sound comforting, but perhaps we should simply adapt 
the more pern1issionless notice-and-choice approach that has allowed us to lead the world in innovation - and reap 
tremendous benefits [ 16]. As a result, we may be able to find more solutions with fewer negative consequences. 

https://www.mercatus.org/print/269288 1/2 
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As 2019 comes to a close, the debate over a potential federal data privacy 
framework continues. The Senate Commerce Committee is set for a Dec. 
4 hearing examining potential legislative proposals for protecting 
consumer privacy, and Senate Democrats recently listed a set of 
principles they desire in any federal data privacy legislation. But with little 
overall movement on the federal level, states including Nevada, California, 
and Maine have passed their own pol icies that are or will soon be 
effective. 

These state laws will have a national effect. Some technology 
companies, including Microsoft, already plan on honoring the California 
Consumer Privacy Act (CCPA) nationwide. Indeed, because of its structure 
and application to California residents the CCPA will have an outsized 
impact, even outside of the state. California firms are expected to spend 
nearly $55 billion in compliance costs the first year alone, and many more 
firms based outside of the state will also be subject to requirements that 
could easily have six-figure compliance costs if they wish to continue 
doing business there. 

In addition to worrying about the ability of one large state to influence -
and potentially stifle - innovative industries from coast to coast, we 
should explore whether this development could affect the constitutional 
framework of federalism . Namely, such laws could trigger questions about 
potential unconstitutional burdens on interstate commerce. 

TV. 

https://thehill.com/opinion/technology/472834-should-congress-be-concerned-about-californias-data-privacy-law 1/3 



1/14/2020 

presidential candidate 
is winning farm country 
RISING -16M 1S AGO 

VIEW ALL 

View Latest Opinions » 

Related News by 

Surgeon: "Doing This 
Every Morning Can ... 
Sponsored I Beverly Hills MD 

Conservative group calls 
for Burger King to ... 

Texas becomes first 
state to reject new ... 

Bloomberg on 
immigration, 'no ... 

Should Congress be concerned about California's data privacy law? I TheHill 

Laws like CCPA may not directly discriminate against out-of-state 
companies, but the costs and burdens associated with compliance - as 
well as the potential national impact on consumer choice, decisions 
regarding privacy and data, and free expression and innovation - raise 
doubts. Should the purported in-state benefits of a law outweigh the 
burdens it creates for out-of-state parties? 

Such burdens raise concerns about constitutionality under the Dormant 
Commerce Clause. They will only grow as other states follow California's 
example and create a patchwork of state and local data privacy laws that 
could provide significant disruption to one of America's key industries. 

Some people argue that the benefits of privacy legislation are worth some 
reduction in economic activity or innovation, but it's important to 
recognize that these things are difficult to measure and compare. The 
incalculable benefits of privacy legislation also involve tradeoffs to other 
intangible values - such as free expression - and should be carefully 
considered. For example, privacy laws often result in free speech 
concerns either due to content-based restrictions on commercial speech 
or deletion requirements, such as a "right to be forgotten," that silence 
other speakers. 

At times, the requirements of data privacy laws may even undermine the 
privacy they seek to protect. This can happen when companies are 
incentivized to respond to a request rapidly rather than carefully. One 
researcher was able to gain significant access to his fiance's on line data 
by requesting it from companies under the EU's new General Data 
Protection Regulation . 

Even large companies make mistakes under expansive, evolving data 
protection frameworks and the incentives to act they create, like when 
Amazon sent 1,700 Alexa recordings to the wrong person following a 
GDPR request. Dealing with a patchwork of state laws with different 
timelines and enforcement requirements makes similar mistakes 
practically inevitable. 

Many Americans are confused or concerned about their data these days. 
The state-by-state, patchwork approach starting with the CCPA is only 
likely to further that confusion for both consumers and innovators. The 
internet by its very nature is an interstate tool, and a single interaction can 
easily involve multiple states. In some cases, the most stringent laws will 
simp ly trump the more permissive ones . In others it may be impossible to 
comply with both laws if, for example, one state requires users to opt-in to 
data collection while the other requires that users have the ability to opt
out. 

The CCPA is set to go into effect on Jan. 1 and become enforceable on July 
1. As the clock ticks towards 2020, the potential consequer.,ces become 
more of a reality. It's not the end of the debate over data privacy, but 
rather a rem inder of the risks and disruptions that a state-driven approach 
will have on consumers and innovation. 

Without federal preemption, the U.S. approach to data privacy may see its 
changes come from Sacramento rather than Washington. 

With significant costs and other consequences for both consumers and 
innovators, policymakers should carefully consider what such a shift 
might mean before rushing to follow California and Europe's lead. 
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A few weeks ago, Equifax settled with federal and state regulators to pay up to $700 million [1] 
in damages and penalties from the 2017 data breach involving the personal information of 
millions of Americans. 

This is far from the only time data security and privacy have been in the news. Just this week, 
Capital One announced a major breach [2] that exposed the data of 106 million customers and 
applicants. From privacy for social media and search to security for government organization and 
infrastructure, it seems hardly a week goes by without a data-related scandal. 

While Congressional lawmakers debate possible federal legislation on data privacy and security, 
some states are pursuing their own new policy actions. Lacking a federal law, the current 
patchwork of state laws has both benefits and shortcomings. 

This piece, focusing on data breach notification laws, is the first in a series examining state 
actions and debates on data issues, as well as the potential benefits or consequences ( or both) of a 
state-level approach to these issues. Future essays will consider state-level general consumer data 
privacy laws, state policies concerning specific types of information such as biometrics, and 
regulations concerning government data security and use of data. 

The news of Equifax-like breaches often worry customers about adverse financial consequences 
such as identity theft. Some legal scholars argue that any [3} breach harms users [3], regardless of 
whether the exposed data are abused by malicious actors or not. Either way, data breach 
notification laws that require companies to tell customers when data have been exposed are 
intended to enable consumers to make choices about what to do when such events happen and 
protect themselves if their information was compromised. 

Beginning with California in 2003, all 50 states [4] have enacted some form of data breach 
notification laws. This approach means consumers will be notified in the event that certain 
information is wrongly exposed. However, these laws vary significantly [ 5] on important factors 
including: who is covered, what data are covered, how notifications should occur, and how long 
the breached entity has to provide that notification. In general, however, these laws are an 
important step in empowering consumers to take appropriate action based on their own level of 
concern following a breach. 

While these laws help provide awareness for affected consumers, they are not without their own 
potentially adverse consequences. For example, as Andrea O'Sullivan has pointed out [6], basing 
notification windows on when a company learns of a hack could actually discourage better 

https://www.mercatus.org/print/269486 1/3 



1/14/2020 The State of State Data Laws, Part 1: Data Breach Notification Laws 

cybersecurity by dissuading the use of more active monitoring techniques that might make a 
company aware of a hack sooner. 

Additionally, if consumers continually get notifications about breaches, fatigue [7] may set in and 
consumers may become complacent about best practices after a breach, such as changing 
passwords or checking their credit reports. 

The patchwork approach also has its own unique consequences for innovators and consumers. 
Companies subject to multiple state laws may find it easiest to comply with the most restrictive 
law rather than develop different [8] systems or standards for each variation. Consumers may also 
be uncertain regarding their rights under different statutes [9]. 

Attempts to create a federal data breach law to harmonize this patchwork have been unsuccessful. 
State policymakers or enforcers [10] often wish to retain and expand the specifics of their own 

policy rather than succumb to federal preemption. States that are more restrictive rarely want to 
agree to a solution that would reduce what they view as necessary protections. A poor federal 
policy could, in fact, make things worse by accidentally creating a mosaic of the worst elements 
of different policies in an effort to protect various states' interests. 

The current state-by-state approach to data breaches illustrates that while a patchwork may 
provide a solution, it can also create additional problems for both consumers and covered entities. 
Still, states have successfully provided notification requirements so that all consumers can 
determine appropriate next steps. 

While a federal approach might be preferable in providing certainty and uniformity, it might also 
exacerbate unintended consequences for cybersecurity, consumers, and innovators. Policies at any 
level need to consider how to balance the needs and choices of consumers with the incentives and 
realities of innovators subjected to these regulations. 
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Many states are not waiting for the federal government to take action on data privacy. California was the first to take matters 
into its own hands by passing the California Consumer Privacy Act (CCPA) [1], which is set to go into effect in January 2020 
and will become enforceable later that year. In their 2019 legislative sessions, Nevada and Maine also passed consumer data 
privacy legislation, and numerous other states have considered similar laws [2]. 

The first piece [3] in this series discussed how states have created a patchwork of data breach notification laws as a next best 
alternative to a federal solution. However, another emerging patchwork [4] of broader CCPA-like data regulations would 
introduce more problems and disruptions. Such an approach could fail to solve actual problems and instead could balkanize 
the internet and undermine many of the benefits of its borderless nature. 

Most of the consumer privacy bills introduced so far are modeled after the CCP A. Yet, these proposals do not just copy and 
paste the text of the CCPA, and the differences are significant. 

For example, Maine's legislation [5] only applies to internet service providers. Other state proposals [2] have gone so far as 
to seek to regulate the collection of consumer data, but most only focus on the saleor breach of inforn1ation, or outline what 
rights individuals have over their data. 

Many of these state proposals reflect a shift from an American approach to technology regulation to a more European one. 
Traditionally, the US has taken a light-touch regulatory stance towards the internet, which largely fueled the Silicon Valley
led digital revolution. These new state laws look more like the EU's General Data Protection Regulation (GDPR), which is 
typical of the precautionary European posture towards emerging technologies. 

Compliance with stringent data requirements is costly for large firms [6]. But for small companies, these regulatory 
requirements can further hamper their ability to compete and can keep new competitors out. 

For example, an economic study [7] found that in the aftermath of the GDPR, venture funding decreased for small and micro 
companies. This lower investment level likely cost thousands of jobs as well as the potential benefits of innovation. 

Following GDPR [8], small advertising players saw their market share shrink. By shrinking, the number of competitors and 
making it more difficult for new entrants, strict regulation can further enshrine the market power oflarge players while 
emerging players struggle to comply or choose to exit the market. Recently, a study by Daniel Castro and Alan McQuinn [9] 
estimated that imposing a restrictive federal data privacy policy similar to the GDPR or CCPA would cost the US economy 
$122 billion per year. 

The compliance burden of many of these policies would not be limited to tech companies. The CCPA, for example, would 
apply to many brick-and-mortar business practices such as letting diners make restaurant reservations [10] online due to its 
definition of household infonuation and data storage. 

A state-by-state approach to top-down data regulations would likely impose similar costs and consequences as the GDPR, 
but in an even more complicated way. 

As Federal Trade Commission (FTC) commissioner Christine S. Wilson pointed out in a May 2019 congressional testimony 
[11], state laws could not only create a patchwork with different requirements, but requirements could be so contradictoty 
that it would be impossible to comply with evety state. In some situations, state laws could stifle innovation by making it 
impossible for the same technology to operate in all 50 states, or by requiring costly state-specific versions that may or may 
not be interoperable with one another. 

This concern is already starting to be realized. For example, the Maine law has an opt-in framework while California and 
Nevada are opt-out. These laws have different defaults for consumers meaning that innovators would have to develop to 
different systems to be able to operate in all states. (For a more in-depth discussion of the problem with opt-in frameworks, 
see Will Rinehart's piece [ 12] on this issue.) 

Not only could these laws create a patchwork that might limit innovation, state laws might be constitutionally problematic. 
As I discussed with my colleagues Adam Thierer, Andrea O'Sullivan, and Chris Koopman in c01muents to the FTC [13] on 
inforn1ation hanus, broad definitions of harm can create friction between privacy and First Amendment-protected speech. 
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This can occur no matter what level of government implements policies. Informational harm cases should be carefully 
limited, and the resulting policies as narrowly tailored as possible. 

In some cases, privacy regulations risk either favoring privacy over the speech of another individual or regulating the speech 
inherent in decisions about what information to carry. The potential impact on First Amendment protected speech should be a 
consideration in any data privacy regulation, whether at a state or federal level. 

State and local level data privacy regulations also raise unique constitutional concerns when it comes to the potential 
disruption of interstate commerce. State data privacy laws like the CCPA could violate the dorn1ant commerce clause [14] by 
requiring changes to the system for out-of-state platforms, content creators, and businesses, which places an undue burden on 
commerce conducted or created by these entities. 

The breadth of many of these laws will likely result in regulating the data collection standards for consumers and businesses 
beyond their borders, either for the ease of compliance or because of the definition of "covered entity." While federal laws 
would still have to interact and compete with a global regulatory marketplace, it would not raise the same constitutional 
concerns when it comes to the regulation of interstate commerce. 

The CCPA and other potential state laws are driving much of the debate around a possible federal data privacy law. As the 
effective dates of those laws approach, the concerns about potential disruption grows. 

A patchwork of different data policies could create a quagmire that deters innovation and services both within and beyond 
state borders. These spillover effects are more likely to be seen in broader-reaching approaches, such as the CCPA. While 
often well-intentioned, the borderless nature of the internet means state regulations could be counterproductive when it 
comes to achieving a goal of a better data environment. 

In the next section of this series, I will examine some of the ways states are dealing with privacy issues for specific 
technologies like biometrics. 

Photo credit: Justin Sullivan [I 5}/Getty Images 

Source URL: https://www.mercatus.org/bridge/commentary/state-state-data-laws-part-2-consumer-data-privacy-legislation 

Links 

[ I ] https :// oag. ca. gov/privacy/ ccpa 
[2] https://iapp.org/news/a/us-state-comprehensive-privacy-law-comparison/
[3] https :/ /www.mercatus.org/state-of-state-data-part-one-breach-notification
[ 4] https:/ /techliberation.com/2018/08/15/the-problem-of-patchwork-privacy/
[ 5] http://www.mainelegislature.org/legis/bills/display _ps.asp?ld=946&amp;PID= l 456&amp;snum= 129
[ 6] https :/ /www. bloom berg.com/news/articles/2018-03-22/it-ll-cost-billions-for-companies-to-comp ly-with-europe-s-new
data-law
[7] https://voxeu.org/article/short-run-effects-gdpr-technology-venture-investment
[8] https :/ /techcrunch.com/2018/10/09/ gdpr-has-cut-ad-trackers-in-europe-but-helped-google-study-suggests/
[9] https :/ /www.itif.org/publications/2019 /08/05/costs-unnecessarily-stringent-federal-data-privacy-law?
me_ cid=40 l 4b20ad2&amp;mc _ eid=db8ecd6bc8
[IO] https ://www.nm.com/ operations/ get-ready-conswner-pri vacy-mandates-are-coming
[11]
https://loadtest.ftc.gov/system/files/documents/public _statements/1519254/commissioner _ wilson _may _2019 _ ec _ opening.pdf
[ 12] https:/ /www.americanactionforum.org/insight/ opt-in-mandates-shouldnt-be-included-in-privacy-laws/
[ 13] https ://www.mercatus.org/publications/technology-policy /infonnational-injury-ftc-privacy-and-data-security-cases
[ 14] https:/ /blog. ericgoldman.org/archives/2018/07 /ten-reasons-why-califomias-new-data-protection-law-is-unworka ble
burdensome-and-possibly-unconstitutional-guest-blog-post.htm
[15] https://www.gettyimages.com/search/photographer?family=editoiial&amp;photographer=.Tustin+Sullivan

https://www.mercatus.org 

https://www.mercatus.org/print/269496 2/2 



1/14/2020 The State of State Data Laws, Part 3: Biometric Privacy Laws and Facial Recognition Bans 

Ill MERCATUS CENTER

-�- George Mason University

The State of State Data Laws, Part 3: Biometric Privacy 
Laws and Facial Recognition Bans 

Wednesday, August 7, 2019 

Authors: Jennifer Huddleston 

Today, you can clock into an office with your fingerprints or unlock your phone with just your 
face. As such potential applications biometric technologies expand, so do the concerns about how 
they can be abused, particularly when it comes to privacy. 

While federal policy is still at the discussion stage about placing limits on biometric technologies 
like facial recognition, some state and local governments have already passed rules for biometric 
data or applications, and others are considering it. Illinois [1], Washington [2], and Texas [3] all 
have existing laws governing privacy rights for biometric information and its use by private 
entities. Other states, such as Montana [4], have considered creating similar legislation in the 
most recent legislative term. 

Biometric information is often thought of as particularly sensitive and difficult, if not impossible, 
to change. Those in favor of regulating such technology often point to the ways in which it could 
be abused, and call for bans [ 5] or restrictions [ 6] on its deployment by certain actors. 

However, current biometric privacy laws show that a broad approach to regulating this 
technology in the name of privacy may have unintended consequences and could remove 
beneficial uses of the technology as well. 

Current state biometric privacy laws have prevented residents from accessing the benefits of 
certain technologies available in other states. For example, Illinois and Texas residents were 
unable to use Google Arts & Culture [7] 's "art twin" match. While this may not seem like a real 
inconvenience, it illustrates how strict interpretation and legal challenge could remove 
consumers' choice to use benign or beneficial technologies. 

Similar applications could help users easily confirm their identity or improve outdated security or 
attendance systems-that is, unless they live in Illinois or Texas. Innovators may skip those states 
altogether in favor of a more welcoming regulatory environment. 

Discussions of biometric and genetic data privacy can easily conjure dystopian science fiction 
visions like the film Minority Report [8]. However, focusing on the fears associated with this type 
of data can lead one to neglect the benefits [9] of these technologies. While critics focus on the 
potential abuse of this information, technology also has promising private sector applications that 
could be beneficial as smart door locks that would not require a fumbling for a key or quicker 
boarding of an airplane. 

As with most privacy concerns, consumers have a wide range of preferences when it comes to 
balancing privacy and the potential benefits of biometrics. In private interactions, different 
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consumers may make different choices including which companies they are willing to provide 
information or when allowing access to this data is worth the benefits. 

My Mercatus colleague Andrea O'Sullivan discussed [10] how the company Clear tries to 
provide speedier airport security using biometrics. She observed that some individuals may find 
the tradeoffs of a more rapid security clearance using biometrics beneficial while others are more 
privacy-sensitive about giving a private company such information. 

Yet, broad laws requiring increasingly fonnal consent can prevent consumers and businesses from 
having options and making decisions themselves and innovators may find that it is easier not to 
offer their product in those states rather than engage in costly compliance. 

Recently in Illinois, a court found [ 11] that it was not necessary under the biometric privacy 
statute to prove harm had occurred for a lawsuit to proceed against Six Flags for collecting 
fingerprints from a minor for an annual pass without a parent's consent. Such private rights of 
action increase liability concerns and could further raise legal costs, particularly for smaller 
companies. 

There are legitimate concerns about the about biometric technologies. Some fear that the state 
could abuse facial recognition capabilities to further surveillance goals, for instance. This threat is 
especially acute considering that it has already in some countries with totalitarian regimes [12]. 

But rather than all-out bans, we should adopt a more targeted approach to address concerns about 
specific applications that are more prone to abuse. This would avoid many of the unintended 
consequences discussed earlier. 

For example, as Cato scholar Matthew Feeney [13] suggests, governments could consider placing 
restrictions on things that are the most likely to cause harms to civil liberties or allow state 
surveillance, like real-time facial recognition tracking. This approach would allow state and local 
governments to utilize beneficial applications, such as finding missing children with facial 
recognition, while minimizing potentially abusive applications. 

While laws targeting biometrics may appeal to those envisioning a dystopian future, these 
policies bring adverse spillover effects onto benign applications. As a result, policy makers 
should carefully consider what limitations on biometric technologies are needed and tailor their 
policies to address specific concerns. 
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2020 Legislative Session Dates 

California ... .. ..... ...... ... .. January 6 - August 31 

Colorado ............................ January 8 - May 6 

Connecticut ....................... February 5 - May 6 

Delaware ....................... January 14 - June 30 

Hawaii ..... ... ....... .... .......... . January 15 - May 1 

Illinois .............. .... ......... ....... January 8 - TBD 

Maine ........ ..... ......... ....... . January 8 - April 15 

Maryland .... ........................ January 8 - April 6 

Massachusetts ............. ..... January 1 - July 31 

Minnesota ... ......... ......... February 11 - May 18 

Nebraska ......................... January 8 -April 23 

New Hamphire ................. January 8 - June 30 

New Jersey ...... January 14-January 10, 2022 

New Mexico ..... ........ January 16 - February 20 

New York ..... ...... ................. January 15 - TBD 

North Dakota .......... .. .. .... Not meeting in 2020 

Oregon .... ... ........ .. .......... February 3 - March 7 

Pennsylvania ........... January 7- December 31 

Rhode Island ........................ January 1 - TBD 

Texas ....................... .. ... .. Not meeting in 2020 

Vermont ...... .. ....... ... .......... ... January 8 - TBD 

Virginia ............................ January 8 - March 7 

Washington ................. January 13 - March 12 
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nkation, or elec tronic cornmunic.1tions wlth or a religion in a manner inconsistent with the olic1n. tt"ll[.ion, or union tnl!mb1!1~hip In a I11,,11n11r 111consI~• 
respect to any entity thut is not the intended lnd1v1du;:,. I'~ rc;:,.sonab le expec.tnt1on rcg~rdmg t,..111 w11 h th,• md1111rl 1111I\ r,,,,,nrr:\hJ,. r~pr<l,11mn rrr,111rllne 

recipuml of the communication. the processing or tra nsfer of such in formation. didos1uc 

,. Call detail records. Covered data rC'vea ling the sexual orientation lntormi,tioo rl":e,1lh1g lht1r1ual or,rntaticn 01 .'>l'\Ual 
l1f' t'11vl11rnf ,,n,nrhv1rl11.,l 111an,,mn••11ncnr1\1\lr111wifh lh,. 

xi. Web browsing history, ilppltcation usage histo- orsell.ua l behavior of tln individual in a manner mdr,;1du .. rs IC'3)Qll3blr c~1•ttl.i\1on rc;:ard111r, thstlounr 
ry, and the functional equivalent of either. Inconsistent with the individual's reasonable lnlo1m,1tion r('V t>.;i !rng onhnt- ar.l1v1t ,t'1 O>l'l time 1111U aero~~ 

xii. Biometric information. expecta tion regarding the processing or transfer thlrd·pt11 ty wtlisitc or onlmc 1,r1vkt, 

xiii. Sexual orientation. 
of such information. (,1l1•11U,11, dtJdr~,_..~ lruuk. µhon,• ui I~-, lu1:~. photo~. or vld,:o-"> 
On line activities related to sensitive information !ni'.ltnt.i1ne-donanlndr.ridUdl'SdN1Ct'. 

xiv. Religious bel ie fs. 
de fined by the Act. A photor,r:.µh, !llm, vtdl!O r«ordm,;. o, clherim11h,r nicrhun1 

(B) The term "sensitive personal information" th.IL ~hu~•u th.., 11•k~d u1 1mtl,•1r,,nttwnl•d,otl µ•IV<1I,• ,H,·.1 uf 
Ca lendar. addrc~s book, phone ortexl logs, anmdl\'itlu:'11 

does not include (J) de-identified information ... (ii) photos orvides on Jn individual's device. Any other co11e1r.d d:rta pr<1ci:~~ or tr.m1fotr1 cl for llw purpo1c, 
information related to employment; or (iii) publicly 

C;itegories designated in ru1emi.lking by FTC. n! ltle11 t11),l11r, )t11~Il1ve tllll,1 dt.littt.'d by /\rt 
available lnformation. ln!c.rrmatlon detc11m11c,cl by FTC ru1t"rnaklng to be StM1tivr 



Obligations, 
Consumer 
Rights and 

Prohibitions 

Transparency 

Access 

Correction 

Deletion 

Portability 

Fiduciary 
Duty 

Al Specific 
or Right 
to Human 
Review of 
Automated 
Decision 
Making 

Reasonable 
Basis 

Opt-In 

Opt Out 

Energy and Commerce 
H.R. 2013 (Delbene, "lnfor-
mation Transparency & Per-

(" ___ Act of 2019") 
sonal Data Control Act") 

Yes Yes 

Yes No 

Yes No 

Yes No 

No No 

No No 

No No 

No No 

Data Processing Not Consistent with Any functionality that involves the 

Reasonable Expect<ltions collection, storage, processing. sale, 
sharing, 01 other use of sensitive person-
al information 

First Party Marketing Any co ll ection, storage, process ing, 
selling, sharing, or other use of non-sen-
si tive personal info1 rnation 

H.R.4978(Eshoo,"Online 
Wicker, "United States S. 2968 (Cantwell, 
Consumer Data Privacy Act "Consumer Online Privacy 

Privacy Act of 2019.") 
of2019." Rights Act") 

Yes Yes Yes 

Yes (Categories of Personal lnfot mat ion Yes Yes 
and Content of Communications) 

Yes Yes Yes 

Yes Yes Yes 

Yes Yes Yes 

No No Yes 

Right to Human Review Study Requl1ed llnpaclAssessrnenl fot alga-
rithmic decision-making for housing, 
education, employment or credit. 

Required tor collection 1 processing, No No 

disclosure and maintenance of personc1I 

information 

Behavioral Personalization Processing of and Transferring of Processing and Transfer of Sensitive 

Data Retention Sensitive Covered Data to Third Party Covered Data 

Disclosure or Sale 

Collection, Processing, Maintenance, 
and Disclosure personal information 
that creates or increases the risk of 
foresee<1ble privacy harms 

No No Transfer of Data to Third Parti es 



Obligations, 
Consumer 
Rights and 

Prohibitions 

~ ,· "· 

Misc. 
Prohibited 
Practices 

Data 
Minimization 

Discrimination 

Collection Under False Pretenses 

Processing of Biometrics 

Processing of Attribution of Devices to 

Ind ividuals with P1 obabilislic Methods 

Processing of Cove1ed lnfo1mation ob

tained through microphone or camera 

Processing of Contents of 
CommunicJtions 

Processing of Health Information 

No longer than reasonably necessary for 
pu,poses information originally prn
cessed 

Race, color, religion, national origin, sex, 
age or disa bility 

H.R. 2013 (Delbene, "Infor
mation Transparency & Per
sonal Data Control Act") 

No 

No 

No 

Disclosing Personal Information with 

intent to threaten, intimidate, or ha
rass any person, incite or facilitate the 
commission of a crime ofviolence 1 or 

place any person in reasonable fear of 
death or serious bodily injury 

Disc losure to entities not su bject 

to United States jurisdiction or not 
Comµ liant with the Act 
Reidentlfying personal information 

Deceptive Notice and Consent 
Processes and Privacy Policies 

Collection, Processing, Maintenance, 
01 Disclosu1e of Genetic Information 

subject to exceptions 

Collection, Processing, and Disdosure 
of Contents of CornmunicJtions 

A covered entity shall not maintain 

personal information for more time 
than exp1essly consented to by an 
lndivldua l whose personal lnformali on 
is being rnaintr1i11ed 

Covered entities may not collect, 

process, disclose, or maintain person<JI 
information fot mote than reasonably 

necessary 

No processing of personal information or 
contents of communication for adver
tising, nrnrketing soliciting, offering, 

sel li ng, leasing, licensing, renting or 

otherwise commercially contracting for 
employment, finar1ce, health, credit, 

insurance, house, or educat ion oppor
tunities that discriminates against a 
protected class. 

Wicker, "United States 
Consumer Data Privacy Act 
of 2019." 

No 

Entities Shall not Collect, Process, or 

Transfer cove1ed data beyond what is 
reasonably necessary1 proportionate, 
and limited to provide or improve a pro
duce, service 0 1 a corn rmmicatio n about 
a product or service1 including what is 

reasonably necessary, proportionate and 
limited to provide a product or service 
specifically requested by an individual 
or reasonably anticipated within the 

context of the covered entity's ongoing 
re lationship with an individual; OR 

What is reasonably necess.Jry1 propor
tionate. 01 limited lo otherwise process 

or transfer covered data in a manner 
that is described in the required privacy 
policy 

No 

S. 2968 (Cantwell, 
"Consumer Online Privacy 
Rights Act") 

No 

A covered enti ty sha ll I1ot p1 ocess or 
lt ansfer covered data beyond what is 
reasonably necessary, proportionate and 
limited to specific processing purposes 
an d t ra nsfers described in required pri
vacy policy, where the covered entity has 
affirmative express consent or explicitly 

excepted by the Act 

A covered entity shall not process or 

tmnsfer covered data on the basis of an 
individual's or class of individuals' actual 
or perceived race, color, ethnicity, reli

gion, national origin, sex, gender, gender 

identity, sexual orientation, familial sta
I·us, biometric information, lawful source 

of income or disability for advert ising, 
marketi ng, soliciting, 0Hering1 selling, 

leasing, licensing, renting or commer
cially contract for housing, employment, 
credit, or education opportunity in a 
manner that unl awful ly discriminates 
or segIegates 0 1 d isc1 irninates place of 
publ ic accommodation 



Obligations, Pricing and 
Consumer Service 

Rights and Differences 

Prohibitions 

Privacy 
Program 

Audit 

Accountability 
Requirement 

Privacy/ 
Security 
Officer 
Requirement 

Data Security 

Security 

Service 
Providers and 
Processors 

Misc. 
Industries 

Data Brokers 

Proh ibi tion on Take-It-Or-Leave it and 
Financial Incentives 

Yes 

No 

Both 

Requires reasonable administrative, 
tech11ical and physical security rnea-
s11res, polices, prrictices and procedures. 

Covered entities may only disclose 
covered informvtion to processors with .:i 

written agreement limiting processing 

Publ ic identitication as data broker, 
auditing, and FTC registry 

H.R. 2013 (Delbene, "Infor
mation Transparency & Per
sonal Data Control Act") 

No 

No 

Yes 

No 

No 

Service Provider with contrac t limiting 

processing not considered a third party 

No 

H.R. 4978 (Eshoo, "Online 
Privacy Act of 2019.") 

No 

No 

No 

No 

Covered entities must establish and 
im plement 1 easonable Information 
security policies, practices, anrl pro-
cedures for the protection of personal 
information collected, processed 1 

maintained, or disclosed. 

Must notify Agency within 72 hours 

of awa reness of dat.1 breach or datJ 
sha1 ing abuse. 

Service providers are not third parties if 

they have a contract limiting processi ng, 
do not di1ectly collect personal in for-
mation, and only derive revenue form 
processing for covered entitles, do not 
disclose personal information to third 

parties, do not provide targeting, and do 
not link information from covered entity 
to another source. 

No 

Wicker, "United States 
Consumer Data Privacy Act 
of2019." 

Covered entities may not deny goods 
or services because of the exercising of 
privacy rights 

Yes 

Required Privacy Impact Assessrnent 

Both 

Covered entities must establish, imple-
ment, and maintain reasonable adrnin-

istrative, technical, and physical data 
security policies and practices to protect 
against risk to the confidentiality, securi-
ty, and integi ity of sensitive covered data 

Service Providers are Not Third Parties 

Sei-vice provide1s are exempt from 
access, deletion, correction, and porta-
bility rights. 

Registration with FTC 

S. 2968 (Cantwell, 
"Consumer Online Privacy 
Rights Act") 

Genera lly, Covered entities cannot con-

dition provision of service or prod uct to 
an individual on the individual's agree-

ment to Wr\ive priv"'cy rights with some 

exceptions 

Yes 

No 

Both 

A covered entity shall establish, irnple-
ment, and maintain reasonable data 
security prnctices to protect the confi-

dentiality, integrity, and accessibility of 
covered data. Such data security prac-
tlces shall be ilppropriate to the volume 
and nature of the covered data at issues. 
Practices should include a vulnerabilities 

assessments, information retention <rnd 
disposal, and training 

Service Providers are not third parties 
so long as their processing or trnnsfer-

al relates to the performance o f service 
on behalf or d irection of covered 
entity. 

Service Providers are exempt from 

access, transparency, deletion, correc-
tion and individual control rights. 

No 



Misc. 

Industries 

Enforcement 

Issues and 

Effective Date 

Small 
Business 
Relief 

Children 's 
Privacy 

Enforcement 
Agency 

Safe Harbor 

Expanded 
Penalty 
Authority 

State AG 
Enforcement 

Rulemaking 

Energy and Commerce 
H.R. 2013 (Delbene, "lnfor-
mation Transparency & Per-

(" ___ Act of 2019") 
sonal Data Control Act") 

Small businesses that have an [annual Audit exemption of contro llers who col-
gross revenue or less] , process cov- lect, store, process, se ll , share, or other-
ered information of fewer than [50,000] wise use sensitive personal information 
individuals, [and derives less than SO relation to 5,000 or fewer individua ls 
percent of its annual revenues from 
selling consumers' personal informa-
lion] alone or in a group may apply to 
the FTC fo1 se lf-1 egulatory sa fe ha, bars. 

Bracketed Information pertaining to children under 
13 conside,ed sensi tive personal infot-
mation 

FTC with new Bureau of Privacy FTC with additional 50 full-time staff and 
$3,M in approµriation, 

See Small Business Relief No 

Civi l Pena lties No 

Yes Yes 

Yes Yes 

H.R. 4978 (Eshoo, "Online 
Wicker, "United States S. 2968 (Cantwell, 
Consumer Data Privacy Act "Consumer Online Privacy 

Privacy Act of 2019.") 
of 2019." Rights Act") 

' 

Small businesses are defined as covered Small businesses th at in the previous Small businesses wh ich over the past 
entities t hat do not ea rn 1evenue from three yea1 s did not exceed a gross reve- three calendnr yea rs that do not main-
the sa le of personal information; ea rn nue of $25M, or process covered data of tain annual average gross reven ues 
less than hal f of annual revenues from J00,000 more individuals or devices1 or exceeding $2SM, annually process the 
the processing of personal information ; derive 50 percent or more of their reve• cove1ed data of an average of 100,000 
have not maintained over the last six nues from data sales are exempted from or more individ L1a ls, h households or 
month personal information of over access, correction , delet io11, minimiza· devices; ANO derive SO percent or more 
250,000 individuals; have fewe, than 200 tion, and portability, ights. of their ann ual revenue fr om transferring 
employees; and receive less than $25M in individuals' covered data arc exempted 
annual revenue. from the Act. 

Small businesses are exempted fl om 
ilccess1 correction, portability tequire· 
men ts and can loll ow appr oved safe 
harbor pl ograms for larger companies. 

No No No 

United States Digital Privacy Agency led FTC FTC with new privJcy bur et1u 
by appointed Di1 ecto1 

Safe harbor program for disclosing FTC-approved certifi cation programs 
personal information to entities out- create deemed compliance 
side United States jw isdict ion 
Disclosure of Contents of 
Communicat ions for Service Providers 
Genetic In formation Processing and 
Disclosu re for Sei vice Providers 

Agericy·app1oved "notice and con-
sent" safe harbor 

C1 iminal penalties for disclosure No No 
with intent to harm (fine or 5 years in 
prison) 
Civil Penalt ies with Maximums 

Rescission or Reformation of Cont racts 
Refu nd of Moneys 
Rest itution 
Disgo,gement 
Damages 
Limi ts on Activilie!:i 
Pub lic Notice of Violations 

Yes Yes Yes 

Yes Yes Yes 



Enforcement 
Issues and 

Effective Date 

" 

Private Right 
of Action 

Effective Date 

Energy and Commerce 
(" _ __ Act of 2019") 

Bracketed 

Bracketed 

Chamber Technology Engagement Center (C_ TEC) 

H.R. 2013 (Delbene, "Infor
mation Transparency & Per
sonal Data Control Act") 

No 

180 days after enactment 

. .. .. . .. ....... . . . .... • .:· . • . 
•ii:• • • • 

• 2 · .. . ....... 

FEDERAL PRIVACY PROPOSALS 

H.R. 4978 (Eshoo, "Online 
Privacy Act of 2019.") 

Injunctive Relief and Damages 

1 year after enactment 

TEC -
US , Chamber of Commerce 

Technology Engagement Center 

I . . 

I • 

No 

S. 2968 (Cantwell, 
"Consumer Online Privacy 
Rights Act") 

Yes 

2 yeais after enactment 180 days after enactment 

,I" • ;r :,- '!,II'.::· '1 :;.', ,, I''.,"."'. 

Jordan I Po{icyCounsel 
Cha mber Technology Engagement Center 

Crenshaw )(rc1y,t,.11·J.i.11s.<:h,1rnh_c,_cn!l1 



Gabby Reed, Manager 
State Government Affairs – Rocky Mountain Region 

Elsevier 
LexisNexis Legal & Professional 
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 RELX Inc.  Denver, Colorado  Telephone:  202.403.7893  Gabby.Reed@relx.com  
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January 13, 2020 

The Honorable Scott Louser 

North Dakota State Capitol 

600 East Boulevard 

Bismarck, ND 58505-0360 

Re: the study of protections, enforcement, and remedies regarding the disclosure of consumers’ 

personal data 

Dear Chairman Louser: 

I am writing on behalf of RELX and LexisNexis to outline some critically important items for 

consideration as the Interim Commerce Committee moves forward with the study of protections, 

enforcement and remedies regarding the disclosure of consumers’ personal information. The subject of 

consumer data privacy is extremely complex and RELX/LexisNexis commends the committee for 

attempting to tackle this complicated and multi-faceted issue. 

LexisNexis is a division of RELX and is recognized as a leading provider of authoritative legal, public 

records, and business information which helps our customers make informed and accurate decisions.  

LexisNexis is the nation’s leading provider of credential verification and identification services for 

Fortune 1000 businesses, government and law enforcement agencies, and the property and casualty 

insurance industry. LexisNexis plays a vital role in supporting government, law enforcement, and 

business customers who use our information services for important uses including: detecting and 

preventing identity theft and fraud, finding deadbeat parents or missing children, locating suspects, and 

preventing and investigating criminal and terrorist activities. 

This letter only includes substantive feedback on HB 1485, as originally proposed during the 66th 

legislative session. If any other proposal was to be considered for approval by the committee, RELX 

would require an opportunity to evaluate that language and provide specific feedback as well. Thus far, no 

state, except for California, has passed an omnibus consumer data privacy bill which indicates the 

difficulty and complexity of the topic. At this time, the final impact of the California law remains 

unknown as businesses await final regulations from the Attorney General’s Office and the outcome of a 

newly filed ballot initiative that would implement even further changes to the 2018 law. Not accounting 

for final regulations and the new ballot initiative, the estimated cost of implementation is over $65 billion. 

Also, important to note are the difficult negotiations that continue to take place in Washington regarding 

provisions of an omnibus privacy bill. HB 1485, as originally proposed during the 66th legislative session, 

was based on a Washington draft that is no longer the primary vehicle being considered. Furthermore, the 

federal government has made meaningful progress on consumer data privacy with the introduction of two 

bills in the U.S. House and U.S. Senate which share more commonalities than differences. North Dakota 

has a unique opportunity to observe how consumer data privacy efforts, both at the federal and state level, 

move forward in 2020 and delay consideration of a specific proposal until the 2021 legislative session 

with these efforts in mind. RELX encourages the committee to take this course of action and remains 

committed to assisting the committee on this critically important topic.  

*** 

& RELX Group 
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Overall, any legislation concerning consumer data privacy will have a material impact on entities that 

collect and process personal data both within the state and across state borders. For this reason, please 

consider the following issue that must be addressed before passing and implementing a comprehensive 

consumer data privacy law: 

Adequate Provisions to Retain the Ability to Combat Waste, Fraud, Abuse, and Identity Theft: 

As drafted and proposed during the 66th legislative session, House Bill 1485 will incentivize would-be 

criminals and identity thieves to restrict their personal data from being processed which will have 

significant downstream effects because personal data on these individuals will no longer be provided to 

law enforcement agencies, government agencies, and other entities that utilize third-party products and 

solutions to identify fraudulent activity.   

Although unintended, House Bill 1485 will likely result in increased instances of identity fraud. Once a 

consumer has objected to a controller processing their personal data, a fraudster will have an easier time 

fraudulently using such consumer’s identity to obtain goods and services, as merchants will no longer be 

able to use identity verification tools effectively to confirm that the purchaser is who they say they are.  

Although HB 1485 contains an exemption for controller’s or processor’s to “Prevent or detect identity 

theft, fraud, or other criminal activity or verify identities”, the exemption does not extend to third party 

companies that provide essential information to law enforcement, government agencies, or other parties 

for their efforts to comply with the law or prevent fraud or other criminal activity. As an example, RELX 

would not be able to share information with banks for anti-money laundering purposes where a consumer 

has objected to processing, because it is the bank’s (controller’s) legal obligation that is covered by the 

exemption and not a third party. Under this scenario, banks themselves do not possess all the data needed 

to comply with “know your customer” rules without third party data for comparison. Additionally, many 

programs and services have eligibility and verification requirements that government entities must 

comply with before providing funds or services or they will be in violation of federal and state 

regulations. In many instances, third parties often provide the data necessary for staff to authenticate 

identities to help ensure program integrity within the prescribed rules and regulations.   

*** 

Thank you for your consideration of RELX’s comments as the committee continues the study of 

protections, enforcement and remedies regarding the disclosure of consumers’ personal information. 

Should you have any questions, please do not hesitate to contact me either via e-mail at 

gabby.reed@relx.com or at 202-403-7893. 

Sincerely, 

Gabby Reed 
Manager, State Government Affairs - Rocky Mountain Region 

RELX Group 

CC: Senator Shawn Vedaa, Vice Chairman, Interim Commerce Committee 

Senator Randy Burckhard, Member, Interim Commerce Committee 

Senator Jim Dotzenrod, Member, Interim Commerce Committee 

& RELX Group 
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Senator Scott Meyer, Member, Interim Commerce Committee 

Senator Ronald Sorvaag, Member, Interim Commerce Committee 

Representative Pamela Anderson, Member, Interim Commerce Committee 

Representative Thomas Beadle, Member, Interim Commerce Committee 

Representative Claire Cory, Member, Interim Commerce Committee 

Representative Terry Jones, Member, Interim Commerce Committee 

Representative Jim Kasper, Member, Interim Commerce Committee 

Representative Jeffery Magrum, Member, Interim Commerce Committee 

Representative Corey Mock, Member, Interim Commerce Committee 

Representative Mike Nathe, Member, Interim Commerce Committee 

Representative Emily O’Brien, Member, Interim Commerce Committee 

Representative Shannon Roers Jones, Member, Interim Commerce Committee 

Representative Randy Schobinger, Member, Interim Commerce Committee 

Representative Denton Zubke, Member, Interim Commerce Committee 

& RELX Group 



INSURING AMERICA apci.org 

Privacy 

Executive Summary 
State legislatures and Congress are rushing to consider comprehensive privacy bills based on the California 
Consumer Privacy Protection Act (CCPA) and the European Union's General Data Protection Regulation 
(GDPR). Insurers are already subject to robust state and federal sector-specific privacy regulations However, 
insurers would be swept into most of the proposed reforms, potentially losing long-standing exemptions for 
legitimate business activities. 

Ideally, insurers want to create a partnership with their customers based on trust and collaboration. Through 
collaboration insurers get information to perform legitimate and necessary business functions and customers 
benefit from better products and services. To facilitate this ideal, workable privacy and data security standards 
are critical. Insurers also want to retain our current exceptions in existing privacy laws and limit enforcement 
and liability to actions by our state insurance regulators. 

Current Realities & Future Challenges 
Insurance companies rely on data to execute core business functions, i.e. risk-based underwriting and 
ratemaking decisions, claims handling, fraud prevention, marketing, litigation management, and consumer 
product development. Insurers often work with affiliates and third-party vendors to perform these legitimate 
functions. Historically, the United States has taken a sectoral approach to privacy. However, recent adoption 
of the GDPR and CCPA along with high profile privacy scandals - in particular, at relatively unregulated 
technology firms - have led to the introduction of comprehensive privacy bills by states more broadly. 

At that same time that privacy activists are advocating comprehensive legislation, numerous business trade 
associations are seeking federal legislation to override the developing patchwork of state laws. Responding to 
these concerns, comprehensive and uniform privacy rules have also become a priority for the current 
Congress and Administration. Similarly, insurers prioritize the need for uniform laws, because focusing on 
detailed nuances and competing obligations compromises the very security that legislatures intend to protect 
and distracts from developing solutions for the real privacy concerns. It is important to note that the uniform 
standard must be a workable standard that appropriately balances legitimate and necessary business 
functions with consumer protection. 

For more information, please contact Steve Schneider 312.782.7720 steve.schneider@apci.org 

7.10.2019 
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